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1. OBIIUE ITOJIOXXEHW A

Omnucanue mporecca MHCTAUISUN YHUBEPCAIbBHOM y4eTHOM miuatdopm (manee —
WHCTpYKIINSA) COAEPIKUT IOIIArOBOE OMHMCAHNE MPOIECCOB WHCTAILISAIMKM MPOTPAMMHOTO
obecrieuenns «MonynbHass ACYuK «Atomic Keeper» na 0aze VVYII» (mamee — I10),
KOTOpBIE BKJIIOYAIOT MOJATOTOBKY K YCTaHOBKE, a Takxke MHCTausius 110 ams koHeyHoro
TI0JTE30BATEISI.

B ciydae BO3HMKHOBEHHS OmMUOOK mpu WHCTAWIAIUUA [1O W HEBO3MOXKHOCTH
YCTPAHUTh WX C TOMOIIBIO CPEACTB aIMUHUCTPUPOBAHMS HEOOXOJAMMO OOPATUTHCS K
pazpadotuuky I10.



2. TIOAI'OTOBKA K YCTAHOBKE U NHCTAJIALIUA 11O

[TonroroBka k ycrtanoBke «MoaynsHoit ACYuK «Atomic Keeper» na 6aze YVII»
BKJIFOUAET B ce0s1 yCTAaHOBKY M HACTPOMKY Ha cepBepe B 3aBucumocTr ot OC (Windows wmu
Linux) cieayrommx mporpaMMHBIX IPOTYKTOB:

PostgreSQL.

(onmmonansHo) SSL certificate

[10 «Monynbpaast ACYuK «Atomic Keeper» nHa 6aze Y VYII»

2.1. TlogroroBka k ycraHoBke u wHcTaumms «MoxaynsHoit ACYuK «Atomic
Keeper» Ha 6aze YVYII» qig Windows

[ToaroroBka k yctanoBke [10 BkiroyaeT B ce0s1 yCTaHOBKY UM HACTPOMKY Ha CepBEpE
CYDB/l «PostgreSQL» Bepcun He Huxe 14.X.

2.1.1. VYcranoska u Hactpoiika CYBJl «PostgreSQL»

PostgreSQL — 53To MmolmHas cucteMa OOBEKTHO-PESIUOHHBIX 0a3 JaHHBIX C
OTKPBITBIM HCXOJHBIM KOJOM, KOTOpasi UCHOJb3YyeT U pactupseT 36k SQL B coueTanuu
CO MHOTUMH (PYHKITUSMH, TTO3BOJIIOIIMMHE 0€30TMacHO XpaHUTh U MacIITaOMPOBATh CaMbIC
CIIOXHBIC paboune HaArpy3ku mdaHHBIX. PostgreSQL wmmeeT MHOXECTBO  (DYHKIIHA,
MPU3BAaHHBIX TIOMOYL pa3pabOTYMKaM CO3/1aBaTh NPWIOKCHHS, aJIMHHHCTPATOPAM
3aIUIIATH METOCTHOCTD TAHHBIX M CO3/1aBaTh 0TKA30yCTONYHMBBIC CPE/IbI, @ TAKIKE IIOMOTATh
YOPABJISTH CBOUMHU JAHHBIMHU, HE3aBUCUMO OT TOTO, HACKOJIBKO BEJUK WJIM Maja Habop

JIAHHBIX.

[ar 1. Ycranoska PostgreSQL.

[ar 1.1. 3arpy3uTh 1 3ayCTUTh YCTaHOBOYHBIN makeT Postgresql 14.x.

[IIar 1.2. B mporecce ycTaHOBKHM BBIOepHTe ciaeayromue ¢yuakmmn: PostgreSQL
Server, pgAdmin 4, Command Line Tools.


https://www.postgresql.org/about/featurematrix/

@ Setup

Select Components

=

pgAdmi
[ Stack Builder

Select the components you wank ko install; clear the components you do not want ko install, Click Mext when
vyou are ready to continue,

Paostqre30L Server

Command Line Tools

Click on & component ko get a detalled description

wiware InstallBuildsr

< Back Mt = Cancel

Pucynox 2.1. Ilpoyecc uncmannsayuu PostgreSQOL (wae 1.2)
[ar 1.3.

B mmamoroBom oxue «Ilapoms» BBectn maposb PostgreSQL (stoT
napojb OyJeT BallMM MacTep-IapojieM MPH IMEPBOM BXOJE B CUCTEMY) M Ha)KaTh KHOIKY
Next.

W Setup — >

Password *
Please provide a password for the database superuser {postgres),
Password sssssnen

Retype password 00000000|

Wware InskallBuilder

< Back Mext = Cancel

Pucynoxk 2.2. Ilpoyecc uncmannayuu PostgreSQOL (wae 1.3)

[ITar 1.4. B auanoroBom okHe «IlopT» ocTaBbTe 3HAUEHUE IO YMOTYaHUIO (5432).
Haxxmute Next. 3aBepinte ycTaHOBKY



| Pport *

Please select the pork number the server should lisken on.

Part | 5432

WMware InstallBuilder
< Back Mext = Cancel

Pucynox 2.3. Ilpoyecc uncmannsiyuu PostgreSQL (wae 1.4)

[ar 2. Coznanue nosb3oBatelist 0a3bl TaHHBIX.

[ar 2.1. 3amyctuth yTriuty pgAdmin.

[lar 2.2. Tloakmountes K cepBepy localhost uepe3 pgAdmin (rmpu mepBoM BXo/ie
BBEJIUTE MacTep-Naposib, yKazaHHbIH B mmiare 1.3.

[ar 2.3. Co3nate noap3oBarens (MpaBOM KHOMKOM MBIIMIM BBIOPATh BKIIAJKY
Login/Group u Beidoepute Create Login/Group Role):

[Mar 2.4. Ha sxinanke General BBecT uMs 1OJIb30BaTENS.

£s Create - Login/Group Role -~ ox

General Definition Privileges Membership Parameters Security SQL

Name [

Comments

o 0 X Close | | #) Reset

Pucynox 2.4. Cozoanue nonvzoeamens onsa PostgreSQL (wae 2.4)

[Mlar 2.5. Ha Bxnanke Definition BBectn mapoas (Connection limit pasen -1,
Account expires ocTaBuTh MyCThIM (03HAYaET OTCYTCTBUE CPOKA JICHCTBUA)).



% poadmin 4

mAdmin File v Objectv Toolsv Helpv

Browrser #nCreate - Login/Group Role R

~ = Servers (1} General Definition  Privileges Membership  Parameters  Seeurfly  SQL
v (F localhost:5432 - 3
Password | eeees 4 |

» = Databases

~ &8, Login/Group
i pg_databa
& pg_execut Please note that if you leave this field blank, then password will never expire

Account expires i}

£a.pamente  connection limit B F
. pg_resd_al

n pa_read_al

i py_read_al

£ pg resd_s

a pa_signal_

B pg_stat_st

g2 pg_write_a

i pa_wite_s

£ postgres

» % Tablespaces

o o X Close || 4D Reset W% LG

Pucynox 2.5. Cozoanue nonvzoeamens ons PostgreSQL (wae 2.5)

Ilar 2.6. Ha Bxiaake Privileges Bxmounts cienyromue mnepekimodarenn: Can
login u Create databases n Ha)kaTh KHOIIKY Save.

lar 2.7. Co3nate HOBBIM KOHPHUTypalMOHHBIA (aiin ¢ pacmmpenuem .conf
(mampumep: uap.postgresqgl.conf) B mamnke, rae pacnonaratorcs ganabsie PostgreSQL (mo
ymomuanuio - C:\Program Files\PostgreSQL\14\data), u m00aBuTh B JaHHBIN (aiin
CICcOyromunue CTPpOKHU:

max_connections = 50

shared_buffers = 2GB

effective_cache_size = 6GB

maintenance_work_mem = 512MB

checkpoint_completion_target = 0.9

wal_buffers = 16MB

default_statistics_target = 100

random_page cost=1.1

work_mem = 20971kB

huge_pages = off

min_wal_size = 1GB

max_wal_size = 4GB

temp_file_limit=10GB
log_min_duration_statement=250ms
idle_in_transaction_session_timeout=10s
lock timeout=5s

statement_timeout=10s



shared_preload_libraries=pg_stat_statements
pg_stat_statements.max=10000
pg_stat statements.track=all

max_worker_processes=4

max_parallel_workers_per_gather=2

max_parallel_workers=4

max_parallel_maintenance_workers=2

[lar 2.8. JloOGaBuTh cleAyIONIyl0 CTpOKy B KkoHer[ (aiima C:\Program
Files\PostgreSQL\14\data\postgresqgl.conf :

Include ='FILE_NAME'

rae FILE_NAME — ums daiina, coznannoro Ha mare 2.7.

[Iar 2.9. Haxare WIin+R.

[Iar 2.10. B nmosiBuBIIEHCS popMe BBeCTH: SErvices.msc u Haxxath Enter.

[lar 2.11. B mosBUBIIIEMCS OKHE B TaOJIHIIE CIIpaBa BBIOpaTh cepBHC «postgresql-
X64-14 - PostgreSQL Server 14» m B yacTU OKHA, HaxOJIICHCS clieBa OT TaOJHUIIBI
CepBHUCOB, HaXxkaTh «Restart» (pucynok 2.6).

" Services — O X

File  Action View Help
e | @ EG= HE >anp

2, Services (Local) . Services (Local)
postgresql-x64-14 - PostgreSQL Name Description Status Startup Type Log ™
Server 14 &k Performance Counter DLL ...  Enables rem... Manual Loci
Cl i
Stop the service T;;Performanc.e Logs & Alerts  Performanc... . Manual . Loc
Pause the service £LPhone Service Manages th.. Running  Manual (Trig... Leci
Restart the service “54Plug and Play Enables a ..  Running  Manual Loci
“ELPNRP Machine Mame Publi.. This service .., Manual Loci
o ; : ]
Description: Portable Device Enumerator... Enforces gr... Manual (Trig... Loci
Provides relational database storage. ostgresql-x64-14 - Postgre... Provides rel.. Running  Automatic
EhPower Manages p...  Running  Automatic Loci
54 Print Spooler This service .. Running  Automatic Loci
5 Printer Extensions and Notif... This service ... Manual Loci
£ PrintWorkflow_8acab Provides su.. Manual (Trig...  Loci
£ Problem Reports Control Pa... This service ... Manual Loci
55 Program Compatibility Assi.. Thisservice .. Running Manual Loci
£1 Quality Windows Audio Vid... Quality Win... Manual Loci
5} Radio Management Service  Radio Mana.. Running Manual Loci
‘&hRecommended Troublesho..  Enables aut.. Manual Loci
‘5 Remote Access Auto Conne... Creates a co... Manual Loci
‘5 Remote Access Connection... Manages di.. Running  Automatic Loci
£1Remote Desktop Configurat... RemoteDes.. Running Manual Loci
‘£l Remote Desktop Services Allows user...  Running  Manual Mety
‘5 Remote Desktop Services U.. Allowsther.. Running Manual Loci ¥
< >

\Extended AStandard/

Pucynox 2.6. Ilepezacpyska cepsuca nocie nacmpotixu kongueypayuu b/{(wae 2.11)

2.1.2. T'enepammsi ceprudukara SSL ¢ coOCTBEHHOW TMOANMHUCHIO (TpU
HEO0OXOIUMOCTH )
B nensx obGecnedyenuss 0e30macHOrO M KOH(PHUACHIIMAIBLHOTO OOMEHa JaHHBIMU

Mexay IO u monw3oBarenbckumu [IK B IO Obina noGaBieHa mojjepka MPOTOKOJIA
8



HTTPS. be3onacHas nepegava JaHHBIX M0 YKa3aHHOMY MPOTOKOIY OOECIeunBaeTCs Mpu
nomoi SSL ceprudukara. [TosToMy B MHCTAJUIALIMOHHBIN MakeT MHTErpupoBaH SSL
cepTuduKar.
B unctaumsauuonnsii maker IIO  gobOaBieHa  BO3MOXKHOCTH — yKa3aHUS
MOJIb30BaTEIBCKOTO cepTudukara. Ecnu momap3oBaTeNnbekuil cepTudukar He ykazal - [10
Oymer ycraHoBieHa ¢ ceprudukarom mo ymondanwio («default SSL certificatey).
CepTudukaT 1Mo yMOJIYAaHHUIO TPEACTABIAET U3 ce0s caMO-TIOANMMCAHHBIA cepTU(UKAT,
CO3JIaHHBI Ha CTOPOHE KOMIIAHWHU-pa3paboTyuka (Kak co3/1aTh CaMO-TOANMCAHHBIN
cepTU(UKAT CM. HHCTPYKLIUIO HIKE). CepTuduKara no yMordaHuio 0yeT J0CTaTOuHO IS
oOecrieueHuss 0€30MACHOCTM BO BHYTPEHHEW ceTH. EJIWHCTBEHHBIH €ro HEJ0CTAaTOK
3aKJII0YAETCS B TOM, YTO IOJIb30BATENH, KOTOpble OynyT monkmrodarbes Kk IIO uepes
Opay3ep, OyIyT BHUAETh MPEAYNPEXKICHHE O TOM, 4YTO CepTUPUKAT HE SBISETCA
JOBEpEHHbIM. B KauecTBe MOJIb30BaTENICKOr0 CEPTU(PHUKATA MOKET OBITh UCIOJIb30BAaH HE
TOJIBKO CaMO-TIOJIITUCAHHBIN, HO U JI000M Apyroi cepruduxat (HIOMEHHBIN, MyOJIUYHBIH,
NpUOOpPETEHHBIN Y TOBEPEHHON CepTU(PUKALMOHHON OpraHu3auuu, U ap.). EnnHcTBeHHOE
TpeboBanue — 310 opmar ceprudukara. Ceprudukar 10/0KeH ObITh B hopmate .pfX.
[TpenBapuTenbHble yCIOBUS AJs CO3/aHUsl cepTUu(UKaTa —Y CTaHOBJICHA YTUJIUTA
openssl.
s co3ganms ceptudukara SSL ¢ coOCTBEHHOM MOAMUCHI0 HEOOXOANMO:
[lar 1. OTKpBITE KOMAHIHYIO CTPOKY (CM) 1 BHITIOJTHHUTH CIICTYFOIINE KOMAH/IBI:
[ar 1.1. Co3znanue ceptudukara ¢ coOCTBEHHOW MOAMMCHIO B opmare (.crt) u
kiroua (.key):
openssl req -x509 -sha256 -nodes -days NDAYS -newkey rsa:2048 -keyout KEYPATH -
out CRTPATH
['ie ncnonb3yroTes ciaeayolue napaMmeTpsbl:
NDAYS - cpok neiictBus cepTudukara B THAIX.
KEYPATH - myTs i coxpanenus kitoda (mpumep: D:\mycert.key).
CRTPATH - nyts ans coxpanenus ceprudukara (mpumep: D:\mycert.crt).
[ar 1.2. Kousepramusi ceptudukara B opmare (.crt) m xmoua (key) B .pfx
dbopmar:
BaskHo: 1ociie BBIIOJIHEHHST KOMAaHIbl CHCTEMa 3allpOCHT y Bac BBECTU U
NOATBEPAUTh maposb g 3amuThl ceprudukara. JAIIOMHUTE EI'O. On
MOHA00UTCS I JalbHEHIIEro NCIOIb30BaHMS cepTUduKara.

openssl pkcs12 -export -out PFXPATH -inkey KEYPATH -in CRTPATH

['ie ucnonb3yroTes ciaeayoye napameTpsbl:

PFXPATH - nyte nns coxpanenus ceptudukata B (opmare pfx (mpumep:
D:\mycert.pfx).


https://www.xolphin.com/support/OpenSSL/OpenSSL_-_Installation_under_Windows

KEYPATH - nyTs m1s1 coxpanenus kiatoda (mpumep: D:\mycert.key).
CRTPATH - nyts st coxpanenus ceprudukara (mpumep: D:\mycert.crt).

2.1.3. Hucrammsauus «MoaynsHOM ACYuK «Atomic Keeper» Ha 6aze VVII»
Nucrammsmus [10 MokeT BBITTOHITHCS ABYMSI CIIOCOOaMMU:
—  WHCTAUTANUA TIaTHOPMBI U MOAYJIEH TI0 yMOdaHuto (¢ ucnosb3oBanueM Ul);
— aBTOMATU3UPOBAHHAS HWHCTAUIANUA TIATGOPMBI M MOAYJEH, depe3 KOMaHIHYIO
CTPOKY.

2.1.3.1.  Wncrammsaius miatdopMbl MOIYJIEH 110 YMOITYaHHUIO (C UCIIOIh30BaHUEM
ul):

[ar 1. PacmakoBaTh apXWB IMOCTaBKH B JIIOOYIO MATKY.

[lar 2. 3amyctuth ¢aitn ycranoBouHoro makera AtomicKeeper ¢ pacmpeHneM
.MSi TBOHHBIM IICITIKOM.

[Taker I10:

e VYcraHaBnuBaeT oOuue (aibl MPOrpaMMHOIO 00ECTIEeUEHNUS,

e VYcraHaBnuBaeT OMHapHbIE (Dalibl U OMOINOTEKH;

e HactpauBaeT 1 npoBepsieT NOAKIIOUEHHE K 0a3e JaHHbIX;

e HacrtpauBaeT u mpoBepsieT mapaMmeTphl J0CTyNa K MPUI0KESHHUIO.

[TpenocraBisger yaoOHBIH HMHTepdeic s NPOCTOM HaBUTAIMM IO THpOIEecCy
YCTaHOBKH.

[ITar 3. B npuBETCTBEHHOM IHAJIIOIOBOM OKHE HaKMHTE Next.
1 AtomicKeeper R3.0 Setup - d

Welcome to the AtomicKeeper R3.0
Setup Wizard

The Setup Wizard will install AtomickKeeper R.3.0 on your
computer. Click Mext to continue or Cancel to exit the Setup
Wizard.

Version: 3.0.0,2363

Pucynox 2.7. Ilpusemcmeennoe ouanio2o8oe 0KHO UHCmMaiiayuu (waz 3)

[=a]
5

[Ilar 4. B mmamoroBom oxue Database connection BBecTH HACTPOMKH IS
TOJIKJIFOUEHHUS K COOTBETCTBYIOMICH Oa3e TaHHBIX U HakaTh KHONKY Next.

10



1 AtomicKeeper R3.0 Setup - *

PostgreSQL connection

Spedfy PostgreS0L database connection settings.

PostgresQL database connection settings:

Server name:  |localhost
User name: ,LISEI'—
Passiord:

Version: 3.0.0,2363 Back Cancel

Pucynox 2.8. Ilpumep nacmpoex 0 coedunenust ¢ 6azou oannvix npu uncmaniayuu 110 (wae 4)

Server name — uMs cepBepa, Ha KOTOPOM ycTaHOBJIeHa Oa3a panHbIX ((local), ecim
0a3a TaHHBIX HAXOJIUTCS HA TOM K€ KOMITbIOTEPE).

User name — uMs 1oJIb30BateIsl Is COSTUHECHUS ¢ 0a30i JTaHHBIX

Password — maposib moJib30BaTeNs IS COSTMHEHHS ¢ 0301 TaHHBIX

[lar 5. B nuanorosom okHe Application access BBectu mopT s goctyna kK [10 u
aKTUBHUPOBATh OJHY M3 cleayromux ommuii: Use custom SSL certificate nu6o Use default
certificate m nHaxarp kHomky Next. Ilpum ucnonwszoBanum ommumu Use custom SSL
certificate HeoOxommMo ykazaTh TyTh K Bamemy ceptudukaty B Qopmare .pfx
(cozmannomy B 1.2.1.2.), a TakKe MapoIb, KOTOPHIM 3aIUIICH cepTuduKat. Micnoms3oBanue
omuu Use default SSI certificate o3nawaer ucnonb3oBanue ceprudurara SSL 1o
YMOJTYaHHIO, YTOOBI HCITOJIb30BaTh BCTPOCHHBIN CaMO3aBEePSIONIUIiCs cepTU(UKaT.

15 AtomicKeeper R3.0 Setup - >

Application access

AtomicKeeper

Spedify application access settings.

Application access settings:

Access port: (443

® Use SSL certificate

Path: [ Browse

(O Generate self-signed SSL certificate (not recommended)

Version: 3.0.0.2363 Back Cancel

Pucynok 2.9. Jluanocosoe okno Application access (wae 5)
11



[lar 6. B muanoroBom okHe Ready to install maxats Install.
‘l_%‘ AtomicKeeper R3.0 Setup — *

Ready to install AtomicKeeper R3.0

Everything is ready for installing.

Click Install to beqin the installation. Click Back to review or change any of your installation

settings, Click Cancel to exit the wizard.,

Atomickeeper 3.0 application will be located in:

|C :\Program Files\AppliedSystems \AtomicKeeper, Change
Version: 3.0.0.2363 Back m’w Cancel

Pucynox 2.10. Juanozoeoe okrno comosnocmu ycmarnosku 110 (wae 6)

[lar 7. JoxauTech OKOHYaHMSI TpoIecca YCTAHOBKY M B qUaioroBom okHe Final
o >kejaHuio BeIOpaB mapamerpsl Show log (ITokasare »xypHan ycraHoBku) m Open
AtomicKeeper web page (Otkpeith BeO-cTpanuily 1O 1m0 OKOHYAHHIO YCTAHOBKH)

YCTaHOBHUB COOTBGTCTBYI'OH_[Hﬁ (1).)'[3)1(01( M HaXXaTb KHOIIKY FiniSh:
j‘_%‘ AtomicKeeper R3.0 Setup — =

Completed the AtomicKeeper R3.0 Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Open Atomickeeper R3.0 web page
[1show lag

Pucynox 2.11. Juanozoeoe okno 3aseputenusi uncmannayuu 110 (wae 7)

Version: 3.0.0.2363

[Tar 8. IIpous3BecTH YCTaHOBKY MOAyJiell «YueTHas eauHuna» U «OTYEThl H

KYPHAJIbD».
12



[Ilar 9. B pacrmakoBaHHOM apXHBE IOCTaBKH 3alyCTUTh (aiyl yCTaHOBOYHOI'O
makera, B KOTOPOM HMEETCsl B Ha3BaHMM 3HaueHue «module» ¢ pacrmmpenuem .msi
asoiHbIM mmeaukoM. (Hampumep: AtomicKeeper-reports-module x.x.X.x.msi).

[ar 10. B npuBeTCTBEHHOM JMaJIOrOBOM OKHE Ha)kaTh KHOMKY Next
]‘E‘ Accounting Unit Module for AtomicKeeper R3.0 Setup — *

Welcome to the Accounting Unit Module
for AtomicKeeper R3.0 Setup Wizard

The Setup Wizard will install Accounting Unit Module for
AtomicKeeper R.3.0 on your computer, Click Next to continue
or Cancel to exit the Setup Wizard.

Version: 3.0.0,2363

m
&

Pucynox 2.12. I[lpusemcmeennoe ouano2080e okHo uHcmanisiyuu mooyns (wae 10)

[Iar 11. B guanorosom okxue Ready to install naxats Install.
i%‘ Accounting Unit Module for AtomicKeeper R3.0 Setup — >

Ready to install Accounting Unit Module for AtomicKeeper R3.0
AtomicKeeper

Everything is ready for installing.

Clidk Install to beqin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Accounting Unit Module for Atomickeeper R.3.0 application will be located in:

|C :\Program Files\AppliedSystems\Atomickeeper \modules\accounting-unit-module’,

Version: 3.0.0,2363 Back B Install Cancel

Pucynox 2.13. J[uanocosoe okno 2comosrnocmu ycmanosku mooyns (wae 11)

[ar 12. JloxauTech OKOHYAHMS TPOIIecca YCTAHOBKH M B JuaioroBoM okue Final
no >xenaHuio BeIOpaB mapametpbl Show log (ITokaszate kypHan ycranoBku) u Open
AtomicKeeper web page (Otkpeith BeO-cTpanuily 1O 1m0 OKOHYAHWIO YCTAHOBKH)
YCTaHOBUB COOTBETCTBYIOMIHIA ()JTaXKOK M HaXKaTh KHOMKY Finish:

13



jﬁl Accounting Unit Medule for AtomicKeeper R3.0 Setup - hod

Completed the Accounting Unit Module
for AtomicKeeper R3.0 Setup Wizard

Click the Finish button to exit the Setup Wizard.

Open AtomicKeeper R.3.0 web page
[ 5how Iog

Pucynox 2.14. Jluanocosoe okHo 3asepuienus uncmaiiayuu mooyis (wae 12)

Version: 3.0.0,2363

[Tar 13.IIoBTOpUTE yCTAHOBKY JJIsI BCEX MOJIYJIEH, KOTOpPbIE HAYT B apXHUBE
MTOCTaBKH.

[Tar 14. BeimonHuTh ycTaHOBKY JnneH3nu s 110!

ar 14.1. 3aiitu B IO or agmuHHCTpaTopa (NIepBOHAYANBHBIA JorwH: admin,
MIepBOHAYAIbHBIN TTapoJib: admin).

[lar 14.2. Ilepeiitu Ha BKIAJKY «JIUIIEH3UsD»

[ar 14.3. HaxaTh KHONIKY «3arpy3uTh» U BBIOpaTh (aiii U3 apXxuBa MOCTABKU C
pacmmpenuem lic.

2.1.3.2.  AmromartusupoBaHHas yctaHoBka [10 (depe3 KOMaHIHYIO CTPOKY).

Jlnst npoBeieHUsl aBTOMATU3UPOBAHHON MHCTAIUIALIMA HEOOXOAUMO:

[ITar 1. 3anycTuTh KOMaHAHYIO CTPOKY OT UMEHU AIMUHHUCTPATOPA.

[Iar 2. BBITTOTHUTS KOMaHIY -

Msiexec /I  $(PATH_TO_MSI) /QN /L*V $(PATH_TO_LOG_FILE)
Argl=Valuel Arg2=Value?2 ... ArgN=ValueN

['ie ncnonb3yroTes ciaeayoIne napaMeTpsl:

PATH_TO_MSI — niyts k msi-gaiiny.

PATH_TO LOG - nyrs k mamke, rae Oyner coxpaHeH log-daiin sxypHana
YCTaHOBKHU.

CnHcok apryMeHTOB:

USE_DEFAULT _CERT (nmo ymomuanuio: False) — ycTaHOBHUTH it 3TOrO

3HauYeHUs 3Ha4YeHue True, yToObl ycTaHOBUTH msi ¢ SSL-cepTudukaTom mo ymordaHuro.
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CERTIFICATE_PATH (mo ymonmuanuto: empty) — IyTh K MOJIb30BATEIHCKOMY
SSL-ceprudukary B hopmarte pfx.

CERTIFICATE_PASSWORD (nmo yMonuanuio: empty) — Tapoyib s
noJib30BaTenbckoro SSL-cepTudukara.

ACCESS_PORT (mo ymomuanwuto: 443) - mopt 11 noctyna k 110 gepes Opaysep.

DB_PROVIDER (mmo ymomganuro: POSTGRESQL).

DB_SERVER (o ymomuanuso: localhost) - ums cepsepa SQL.

DB_USER - nms nmons3oBarens mis noakiarodeHus [10 k 6a3e JaHHBIX.

DB _PASSWORD — naposb nmosb3oBaTes, UCnoiab3yeMblid 110 115 moakIoueHus
K 0a3e manHbBIX SQL.

2.1.3.3.  ABTomMaru3upoBaHHasl yCTaHOBKa MOAYJEH (depe3 KOMaHIHYIO CTPOKY)

[ar 1. 3anycTuTh KOMaHAHYIO CTPOKY OT UMEHU AJIMUHUCTpATOpA.

[ar 2. BeImomHUTE KOMaHAY:

Msiexec /1 $(PATH_TO_MSI) /QN /L*V $(PATH_TO_LOG_FILE)

['1e ncnonb3yroTes CiaeayoIne napaMeTpsl:

PATH_TO_MSI — nyTe K yCTaHOBOYHOMY TakeTy MSi-daitny moayis (mpumep:
AtomicKeeper-accounting-unit-module_X.x.X.X.msi).

PATH_TO_LOG — nyTs k marnke, rae OyaeT coxpaneH log-gaitn.

[Tar 15. BeimonHuTh ycTaHOBKY JntieH3uu s [10:

lar 15.1. 3aiitu B IO oT agmuHMCcTpaTopa (MIepBOHAYANBHBIA JorwH: admin,
MIepBOHAYAIbHBIN TTapoJib: admin).

[Tar 15.2. IlepeiTn Ha BKIaaky «JIumeH3us»

[ar 15.3. Haxath KHONKY «3arpy3uTh» U BbIOpaTh (paill U3 apXuBa MOCTABKU C
pacimpenuem lic.

2.2. TlogroroBka k ycraHoBke u uHcTamumamms «MoaynsHoit ACYuK «Atomic
Keeper» na 6a3e YVYII» musa Linux Astra Smolensk 1.7.

2.2.1. Hacrpoiika PostgreSQL.

[lar 1. YcranoButs PostgreSQL.

Iar 2. Co3xath mmosab3oBareiis 0a3bl JaHHBIX:

[ar 2.1. Otkpoiite pgAdmin yTUIUTY.

[ar 2.2. Pa3epuute Bkiaaky Cepepsl, 3aTeM pa3BepHHUTe BKIaJKy localhost.
Haiitu "Ponu Bxona" cekmuio, KIMKHUTE MO HEH MPaBOil KHOMIKOM MBIIIN U BEIOEPUTE MTyHKT
"Hogas ponb..."

[ITar 2.3. B oTkpbiBIIEMCS OKHE Ha BkjIagke «CBOWCTBa» BBEAUTE UMS
noJib30Bates B moyie «Mms ponu», Hanpumep atomic
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Hoeas ponek... x

CeoiicTea OnpegeneHne MpuBnnera poan Ponk nonsoBateneit
MMA ponn |ammid WmnopT

4 oD

KomMMeHTapuia

WMcnone3oeate Slony

Cnpaexa

<50K % OTMeHUTE
Pucynox 2.15. IIpoyecc uncmannayuu PostgreSQL (wae 2.3)

[lar 2.4. Ha Bxnagke «OnpeneneHue» BBEAUTE MAPOIb IS ITOJIb30BATEIS B TTOJIE
"[Taposis" u noaTBepaute ero B nose «lloaTBepxxaeHne»

< CeoiicTea OnpegenexHne MpwuBAnerm ponm Ponb none3osatenein  ”
Mapone = esssss
MogTeepxaeHue

Ponk akTHEHA A0

MaKC. UNCNO NoaKAHUEHMA

Cnpaexa

ok & otmernms

Pucynox 2.16. Ilpoyecc uncmannayuu PostgreSQL (wae 2.4)

[ar 2.5. Ha Bknaake «I[IpuBuneruu poiau» Beioepute «Bxox pazpemén» (eciu He
BbIOpaHo) u «Moxket Co3gaBaTh 0a3bl JaHHBIX». 3aTeM HaxxMuTe KHONKY OK:
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< Ceoiictea OnpegeneHue MpWEXNErAX POaK Ponk Nonk3ogatenei  »

HacneayeT npaga 13 pOAMTENkLCKUX PONei
Cynepnonk3oeatent
(M) MosxeT co3naBaTk Gasbl gaHHBIX

MoxeT cozgaeats ponu

MoxeT co3gaeate NOTOKOBYH) PEMIMKALWMID W pe3epEHbIe KoMK

Cnpaeka @OK %OTMEHHTb

Pucynok 2.17. Ipoyecc uncmannsiyuu PostgreSQL (wae 2.5)

[lar 2.6. Co3naTh HOBBIM KOHGHUIYypalMOHHBIA (ain ¢ pacmupenuem .conf
(marmpumep: uap.postgresgl.conf) B manke, rae pacnonaratorcs ganubie PostgreSQL (1o
ymostuaHuio - /etc/postgresql/14/main), u 100aBUTh B TaHHBIN (a1 CIEAYIONIHE CTPOKH:

max_connections = 50

shared_buffers = 2GB

effective_cache_size = 6GB

maintenance_work_mem = 512MB

checkpoint_completion_target = 0.9

wal_buffers = 16MB

default_statistics_target = 100

random_page cost=1.1

work_mem = 20971kB

huge pages = off

min_wal_size = 1GB

max_wal_size = 4GB

effective_io_concurrency = 200

temp_file_limit=10GB

log_min_duration_statement=250ms

idle_in_transaction_session_timeout=10s
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lock timeout=5s
statement_timeout=10s

shared_preload _libraries=pg_stat_statements
pg_stat_statements.max=10000
pg_stat statements.track=all

max_worker_processes=4

max_parallel_workers_per_gather=2

max_parallel_workers=4

max_parallel_maintenance workers=2

[lar 2.7. JloGaBuUTH CIIEIYIONIY IO CTPOKY B KOHEI[ daiina
/etc/postgresqgl/14/main/postgresql.conf :

Include = 'FILE_NAME'

rae FILE_NAME — ums ¢aiina, co3ganHoro Ha mare 2.6.

[ITar 2.8. OTKpBITh KOMaHAHYIO CTPOKY ¥ BBECTH CJIEAYIONIYI0 KOMAH/Y:

sudo systemctl restart postgresq|

2.2.2. Wucrammamus «Moayneaoit ACYuK «Atomic Keeper» Ha 6aze YVYII»
Jns yenemnoit ycraHoBku «MoaynsHoit ACYuK «Atomic Keeper» Ha cepBepe

JOJDKHBI OBITH YCTAHOBJICHBI ITAKCTLI U3 CITMCKA HUIKC.

Debconf (Bepcuu 0.5 u BblIIIIe)

Bash (Bepcuu 4 u BbIlIIe)
Postgresql-client (Bepcuwu 11 u BbiiiIe)
Openssl

Curl

Jq

Systemd

Wucrammsaius  «MoaynsHoit ACYuK  «Atomic Keeper» Ha 6asze VYVYII»
BBITTOJIHACTCSI C IOMOIIBIO 3amycka uHcTaumiuonHoro AtomicKeeper x.x.x.x.deb

ITakeTa.

WNHcTamisiMOHHbBIN TaKeT MOXKET ObITh 3allylIeH B ABYX PEKUMAX:

HTepakTUBHBIA pEXUM, B KOTOPOM BaM OyJeT TNPEIJIOKEHO BBECTH
pa3JIUYHbIE HACTPOUKHU;

PexxuMm 0e3 B3auMOAESHCTBHUS € OIB30BATEICM.

VYpaBisaTe pexumMoM 3arycka MokHO npu nomoinn onunu DEBIAN FRONTEND

(KaK yKka3pIBaTh OILIHMH YCTAHOBKU - CMOTPUTE UHCTPYKIIMIO HIbKE). Eciiu janHas onuus He
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OyJeT yka3zaHa WHCTAUIALMOHHOMY IaKeTy, TO OyJIeT HMCIHOJb30BaH PEXUM 3aIlycKa,
KOTOPBIN HACTPOEH B OMEPALIMOHHOM CUCTEME 10 YMOJTYAHUIO (0OBIYHO 3TO MHTEPAKTUBHBIN
pexum). Ilomubrii cnucoxk Bo3MokHbIX 3HaueHud DEBIAN FRONTEND MoxHO
MOCMOTPETH B IOKYMEHTAIIMH K Ballleil ONepallmOHHON cUCTEME, T.K. OH MOKET OTIMYaThCs
JUISL PA3JIMYHBIX BEPCUM.
[Iar 1. 3amycThTe KOMaHIHYIO CTPOKY.
[ar 2. BplnonHUTE KOMaHy YCTAHOBKHU:
sudo OPTI1=vall OPT2=val2 ... OPTn=valN apt install PATH_TO_DEB
rue:
e PATH_TO_DEB = Iy Th K WHCTAUIALUOHHOMY MTaKeTy
AtomicKeeper_x.x.x.x.deb
e OPTX - uMs ONIIMK YCTAaHOBKH.
e VvalX - 3HaUeHUE ONIINU YCTAaHOBKH.
Crucox moaepKUBAEMBIX OIIIUH:
a) DEBIAN_FRONTEND - mo3BossieT ynpaBisiTh THUIIOM MOJb30BaTEIBCKOTO
uHTepdeiica B mporecce yCTaHOBKU. Y CTaHOBUTE 3Ha4YeHue noninteractive,
9TOOBl  3allyCTUTh YCTAHOBKY B peXHMe O0€3 B3aUMOJCHCTBUS C
[0JIb30BATEIEM, B KOTOPOM HCHOJB3YIOTCS 3HAUEHHS IO YMOJYAHUIO WIIH
3HAUEHHUS U3 OIIINMA, YKa3aHHBIX B KOMaH/Ie yCTAHOBKH.
b) USE_CUSTOM_CERT (mo ymonuanuto: true) - ycranoBure 3Hadenue false,
4yTOOBI UCIOJIB30BaTh BCTpOeHHbIN SSL. cepTudukar.
¢) CERT_PATH (mo ymosuanuto:. empty) - myTh K MHOJb30BaTeIbckoMy SSL
ceprudukary B pfx ¢popmare.
d) CERT_PASSWORD(ro ymomuanuio: empty) - mapojib K I0Jb30BaTeIbCKOMY
SSL ceptuduxary.
e) PORT(mo ymomuanmto: 443) - mopT g O0CTyma K HPUIOKECHHIO Yepes
Opay3ep.
f) DB_SERVER (mo ymomnuanuto: localhost) - ums cepsepa, riae ycTaHOBJICHA
CYB/I.
g) DB_USER (o ymoirganuto: atomic) - uMs oab30BaTesIs, sl TOAKITFOUSHHSI
k CYB/I.
h) DB_PASSWORD (mo ymomganuto: atomicC) - mapojib IOJIb30BaTelIs, IS
noakiaroueHus k CYB/I.
[lar 3. (Jns ycTaHOBKM B HWHTEPAKTUBHOM PEXHUME) YKAXKUTE HACTPOUKHU
YCTaHOBKHU:
Baskno: Buj mnosb3oBaTenbcKOro uHTEpderica MOXKET OTIMYaThbCs Ha Ballel
CUCTEME.
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[ar 3.1. HacTpotika nmoakItoueHust K 0a3e TaHHbBIX:
a) YkazaTh ums cepBepa, Ha kotopoM ycranosiieHa CYBJ] PostgreSQL:

HacTpolika naketa

HacTpoiky nograoderud Kk Baze gadHwx

localhost

Pucynok 2.18. Hacmpoiika nookmouenust k 6aze oannvlx (wae 3.1(a))
b) Vkasare nms mone3oBareins CYB/] PostgreSQL, co3manHoro Ha mrare
"IToaroroBka K yCTaHOBKE" BBIIIIE:

HEHZ.TF.K]DHE NakeTa

HacTpolku nogkAwHeHUs K Dase gadHbix

MonbzoBaTens:

Pucynox 2.19. Hacmpoiixa nookmouenus k 6aze dannvix (wae 3.1(b))

c) BBectu maposs nonbs3zoBatens CYBJl PostgreSQL, co3manHoro Ha mare
"I[ToaroroBka K ycTaHOBKE" BbILIE:
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Hactpolka naketa

Hactpolku nogknwdedus k Bazae gaHHex

Pucynok 2.20. Hacmpoiika nookmouenus k 6aze oannvlx (wae 3.1(C))

[ar 3.2. Hactpoiiku goctyna k [10 «MonynsHas ACYuK «Atomic Keeper» Ha
6aze YVYII»

a) Ykaxwure nopt, 4 noakmodeHus k [10 «MoaynsHass ACYuK «Atomic
Keeper» na 6aze YVYII»:

Hactpolka nakeTa

HacTpolku QocTuma K MpUADKEHU

Pucynok 2.21. Hacmpoiika oocmyna x I10 (wae 3.2(a))

b) VkaxwuTe, jxeaere M BBl HCIOJIB30BATh MOJIb30BaTEIbCKH SSL cepTudukar:

BaskHo: npu KCIoNb30BaHUU cepTU(dUKATA IO YMOIYAHUIO, TIOJIB30BATEeNd OyayT
BUJICTh MPEIYNPEKIECHUE O TOM, YTO CEpTUPUKAT SIBISETCS HE IOBEPEHHBIM, KOT/1a OyIyT
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MOJKJIIOYAThCS K TPHIOKEHUI0 Yepe3 Opaysep. Ilostomy wmbI pekoMeHayem Bawm
UCToJib30BaTh cBOM SSL ceptudukar. OnuH U3 Cioco00B TeHepaluu cepTudrKaTa yKkazaH
B 11.2.1.2 nannoit UHCTpyKINU.

Hactpoiika naferta

| HacTpolku gocTuna K NPUNDREHUR |

XoTuTe ucnonbaoBaTte nonkaoBaTteneckud SS5L cepTudukat? (HeT - ucnonezobate S50 cepTudukaT nmo UMOAYaHUn)

<Het>

Pucynok 2.22. Hacmpoiika oocmyna k I10 (wae 3.2(b))

C) ([nst mome3oBaTensckoro SSL ceprudukara) YKaxuTe myTh K (aimy
ceprudukara (B hpopmare .pfx):

HacTpodka nakeTa

HacTpolku gocTuna K Npuno®eEHUR

Mute k halny cepTutukaTa (B gopmaTe .pfxl:

/home/mcas/mcasastrad? ., pf

Pucynok 2.23. Hacmpoiika oocmyna x 10 (wae 3.2(C))
d) (Ins mons3oBaTenbckoro SSL  ceptudukara) VKaxuTe Mapoib  OT
cepTudukara:
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ac ||Z||]r:.a nakeTa

HacTpolku gocTyna K NpuUno#eHUR

Mapone 0T cepTupukata:

Pucynox 2.24. Hacmpoiika 0ocmyna k I10 (wae 3.2(d))

[ar 4. Jlo)kauTech OKOHYAHUS MPOLECCAa YCTAaHOBKH. B KOHIIE BBl YBHIWTE
COOTBETCTBYIOIIEE COOOIIEHNE B KOHCOJIM, KOTOPOE OTPA3UT CTATYC YCTAHOBKH.

[ITar 5. IIpon3BecTH YCTAaHOBKY MOAYJIeW «YueTHas emuHUUa» U «OT4eTsl U
KYPHAIIBD).

[Ilar 6. 3amycTUTe KOMaHIHYIO CTPOKY.

[Ilar 7. BpImoaHuTe KOMAaHAY YCTAaHOBKU:

sudo OPTI1=vall OPT2=val2 ... OPTn=valN apt install PATH_TO DEB

rze:

e PATH TO DEB — yTh K WHCTAISIHUOHHOMY MaKeTy
AtomicKeeper_x.x.x.x.deb

e OPTX - uMs onuu yCTaHOBKH.

e ValX - 3HaYCHHE OMIINU YCTAHOBKH.

Cnucok noaaepKuBaeMbIX OIMUIUKI:

a)DEBIAN_FRONTEND - mo3BosisieT ymnpaBJisiTh THIIOM TOJb30BAaTEIHCKOTO

uHTepdeiica B Mmpolecce yCTaHOBKU. YCTaHOBHUTE 3HaveHue Noninteractive, 4toOb
3allyCTUTh YCTAaHOBKY B pEXuMe 0Oe3 B3aMMOJEWUCTBUSA C IMOJIb30BaTElIeM, B KOTOPOM
WCIIOJIB3YIOTCS 3HAYEHUS 10 YMOJTYAHHUIO WJIM 3HAYEHUS U3 ONLUN, YKa3aHHBIX B KOMaHE
YCTaHOBKH.

[Tar 8. JloxkauTech OKOHYaHUS MpoIEcca YCTAaHOBKU. B KOHIlE Bbl yBHUIIUTE
COOTBETCTBYIOIIIEE COOOIIEHNE B KOHCOJIM, KOTOPOE OTPA3UT CTATYC YCTAHOBKHU.

2.2.3. O6noBaenue «MoaynsHoit ACYuK «Atomic Keeper» Ha 6aze YVYII».
Baxwuo:
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e OOHOBNEHHE Ha 0oJjiee HU3KYI0 BEpPCHUIO (JAayHIpeWa) 3ampelieHo W TaKoe
oOHOBJIeHHE HE OyAET BBITIOIHEHO.

e B mnponecce oOHOBIEHUSI CHCTEMa aBTOMATUYECKH OIPEACIUT U MPUMEHUT
HACTPOMKHU NpebIAyIIel ycTaHOBICHHOH Bepcun «MoaynbHoit ACYuK « Atomic Keeper»
Ha 6aze Y VYII».

[ar 1.3anycTuTe KOMaHIHYIO CTPOKY.

[ar 2. BeinmoaHuTe KoMaHay OOHOBIICHUS

sudo apt install PATH_TO_NEW_DEB

rne PATH_TO_NEW_DEB - nyTts kK HOBOW BepCcHM WHCTaJUISIIIMOHHOTO TaKeTa
AtomicKeeper -ModuleName_x.x.x.x.deb.

[ar 3. JloxxauTech OKOHYAHUS TTpoIiecca OOHOBICHUS.

[Iar 4. OGHOBIEHUE MOTyJeH «YdeTHas enuHUIa» U «OTUEThI U KypHAIIbD.

Baxno:

e OOHOBIEHME Ha Oo0Jee HHU3KYIO BEpPCUIO (IAyHIPEW]l) 3ampelieH0 M TaKoe
O0OHOBJICHHE HE OYJIET BBINOJIHEHO.

e OOHoBieHHe He OyAeT BBHINOJHEHO, €CIM Ha cepBepe He ycraHomieH [10
«MonyneHott ACYuK «Atomic Keeper» na 6asze YVYII» unu Bepcus 10 «MoaynbHoi
ACYuK «Atomic Keeper» na 6aze YVYII» HecoBMecTtuma (mepBbie 2 IH(PHI BEpCUU
OTJINYAIOTCS) C HOBOM BEpCUEH MOTYJIS.

B mporiecce oOHOBIEHUSI crcTeéMa aBTOMATHYECKU OMNPEICIUT U MPUMEHUT HACTPONKU
MPEABIAYIIENH YCTAHOBIEHHOW BEPCUU MOTYJIS.

[Ilar 5. 3amycTuTe KOMaHIHYIO CTPOKY.

[Iar 6. BeimonauTe KOMaH/1y OOHOBICHUS:
sudo apt install PATH_TO_NEW_DEB
rie PATH_TO NEW DEB - nyrp k HOBOHM BEpCHMHM HWHCTAUIAIIMOHHOTO TaKeTa
AtomicKeeper -ModuleName_x.x.x.x.deb.

[lar 7. JloxkauTech OKOHYAHUS TTpoIiecca OOHOBJICHUSI.
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3. JIEUCTBUS TP ABAPUMHBIX CUTYALIMAX

Ha sTarme HacTpoiku yCTaHOBKHM BCE OIMMOKH OTOOPAKAIOTCS B COOTBETCTBYIOIINX
OKHaX COOOIICHWU WM B OIpPENCJCHHBIX TEKCTOBHIX MOJIX. Bce ommOku Ha »Tamax
YCTaHOBKH (DUKCHPYIOTCS B )KypHAJIE YCTAaHOBKH.

3.1. Ananm3 )KypHaJIOB yCTaHOBKH.

YToOBI OTKPBITH XypHAJl YCTAHOBKH TIOCTIE 3aBEPIICHUSI YCTAHOBKH, YCTAaHOBUTE
daxxox «Show log» Ha mociieqHe# cTpaHHIE YCTAaHOBKH Iepe]l HakaTHeM KHOIIKH
«Finish».

XypHai ycTaHOBKH COJCPKUT MOAPOOHYI0 HH(OPMAIIHIO O TIPOIECCEe YCTAHOBKH H
COCTOUT U3 COOOIIEHUH MO YMOJIYAHUIO, CO3JIaHHBIX cucTeMor yctaHoBku Windows, u
HACTPAMBAEMBIX XYpPHAJIOB, CO3/JaHHBIX CHEIHAIbHO pa3pabOTaHHBIMU JCHCTBUSMU Ha
ocHoBe CH#.

Bce HacTpoeHHBIC KYpHAITBI )KyPHAJIOB HAYMHAIOTCS CO CJICTYIONTUX TETOB:

- #Error message - coobmieHus 00 onmokax;

— #Info message - nuadopMaIMOHHBIE COOOIICHNUS;

- #Warning message - npeaynpexaaroime CooOIeHuUs.

Ecnu yctanoBka He BBINOJIHEHA, HA MOCIEAHEH cTpaHuile OyAeT COOOIIEHHUE O TOM,
YTO MPOLIECC YCTAHOBKHU 3aBEPIIIIICA MPEXIeBpeMEeHHO. UTOOBI HalWTH >KypHaN OIMIMOOK
WM TPACCHPOBKY CTEKa WCKJIIOYEHUH, BaM HYKHO OTKPBHITh JXypHAJ YCTaHOBKH H
BBITIOJTHUATH TTOUCK TT0 TeTy «#Error message» nim kirroueBoMy clioBy «Exceptiony.

3.2. TIpocMOTpIIUK COOBITUH.

HNHuorna cpenctBo mpocmoTpa coobiTrii Windows Takke TOJIE3HO JJIs yCTpaHCHUS
HernosagoK. OcoOeHHO, ecu ToJy4yaeTe cooOIeHne o0 ommoKe Ha Tarne yCTaHOBKHU Start

Service. CpeacTBo mpocMoTpa COOBITUI COAEPIKUT KYpPHAI OLIMOOK C TPACCUPOBKOM CTEKa
u3 03K3HJA .net.



